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From Prowlers to UAVs: A Bridge Too Far for Airborné Electronic Warféré? -

‘Prologue v ‘ , _
October 2014. RADM Napoleon "Nap" Trotter, USN, took a deep breath and indulged in
the m'ght's crisp high-dltitude air as he stood outside the Combined Air Operations
Center (CAOC) in central Jihadistan. I Both apprehensive and assured, he readied
himself to brief his staff on the coming air supp_ressibn mi;ssions., 4 veferan of four_'air
pow-er campaigns in the Greater Middle East (Gulf War, Kosovo, Afghanistan, and
Taﬁkistan in 2009), he had every reason fo be confident. He thought of today's major
difference and smiled. For the first time, this attack would harness electronic warfare
(EW) provided by something othér than the venerable EA-6B Prowler aircraft. Having
worked extensively with the new Battlefield-Link Attack System (BLAST) during the iast
decade, he was ready to see it perform in combat. Professionally confident, he was

personally grateful to past planners for its bold introductory vision back in 2002.

Introduction | - | .
What is the post-Prowler (EA-6B) future of airborne electronic warfare? As the

- two-year, Navy-led joint study Airbdme Electronic Attack- Analysis of Alternatives
(AEA/AoA) languishes in the Office of Secretary of Defense in the Spring of 2002, what
transition path shquld be approved? A skeptic assumes Pehtagon a report of "business as
usual," with neatly packaged power point slides_recommending an evolpt_ioi;ary
USN/USAF airframe and miss:ion sharing. Butis that destiny? This paper 1;roposes
electronic warfare (EW) could consist of modest airframes carrying robust
interchangeable sensors linked together and directing new munitions. In short, EW needs
a new network-centric approach to enemy air-threat suppression.

The timeframe to be examined in this paper starts in 2015, based upon the

projected end-of-life for the EA-6B Prowler. A window of fifteen years is viewed based
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upon the unsupported but plausible assumption that by 2030 EW will be conducted
primarily by Unmanned Aerial Vehicles (UAVs). Therefore, given this timeframe
between 2015 and 2030, a network-centric foundation is postulated as the next EW
structure, bridging thé' gap from Prowlers to the future. To examine this possibility, first
a brief history of EW will be offered, concentrating on the legsons learned from the 1999
air campaign over Kosovo. Next, present forces and proposed modernization
possibilities are listed to define the trends in EW. Lastly, a skeleton system for Network-
Centric Warfare (NCW) applied to EW is offered, including organizational changes
required to achieve a viable system in a decade.
Air of Superiority

The necessity of adaptable EW in modém air warfare became apparent at the
onset of the Vietnam War. Opposed by North Vietnamese use of Russian-built SA-2
surface-to-air missiles (SAM), initial strike sorties struggied with this new threat,
including several shoot-downs in the summer of 1965. EW came to the rescue. A slow,
lumbering propeller aircraft (F-100F) was outfitted with radar-jammer that suppressed
enemy detection and SAM-guiding radars.®> A tribute to innovation, this Wild Weasel
system deployed to the theater in only seven months, including a 2-month testing phase.*
Even while constrained politically, as LBJ was concerned about killing Russian
technicians helping the SAM operators, the success of EW had changed the enemy tactics
a year later.” Due in part to this new equipment's suppression capability, few radar-
guided weapons hit US aircraft after 1966; in fact 85% of US losses were due to anti-

aircraft artillery (AAA) and heat-seeking (infrared) SAMs.
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Successes continued into the Gulf War, despite the aging of the 1960s EW
technology. F-4G Wiid Weasel-II electronic warfare aircraft were used extensively, as
EW platforms were tasked on almost evéry sortie during the air campaign. After losing
eight‘ aircraft in the first week to radar-guided SAMs, the a‘!lied‘forces lost -only five in the
rest of the War.” Tactics on both sides shiﬁgd to attempt to exploit weaknesses. Iraqi air.
defense installations minimized their radar use éﬁer suffering huge losses during the first
few days. About 30% of Iragi SAM sites were destroyed during the war, and most in the
early stages. Unguided SAM firings continued unti_l the last day.® On the céalition side,-
after initially flying low and fast to avoid enemy radar detection, air crews shifted to-
higher altitudes because of the greater threat of AAA and small arms over radar detection
and SAM Vulnerability. Thus, the conduct of the air campaign was impacted even by
unsuccessful air defenses, as noh-standard SAM employment countergd superior
technology.

Air of Vulnerability

Though the 1999 Allied Force campaign in Kosovo reinforced EW's undeniable
link to air power's effectiveness, it brought into question DoD’s choice of packaging most
of EW into the Navy's EA-6B Prowler airframe. Several lessons arose. 'First, no attack
sorties were flown without EW suppo;t.9 Second, the 4500 EW sorties (of 38,000 total) -
were flown bya mairkedly reduced number of EW assets." World-wide EW assets were
marshaled to Kosovo resulting in "gaps” in standard coverage in Northeast Asia and the
northern Iragi no-fly zoné.“ Third, enemy innovation countered standard EW tactics.
No doubt observing the lessons from the Gulf War, enemy operators minimized their

transmissions at the outset, employing a "peek and shoot" method that lessened their




defensive losses.'> As opposed to the 30 % destruction of air defenses in Iraq, the Serbs
lost only 2 of 22 sites. Admittedly, dnly 2 of the 700 SAMs fired from these defenses
found their mark. However, most sites were not destroyed, a notable difference from
other campaigns, attributed iargely to enemy SAM operatign and more difficult terrain.
Fourth, the Serbian forces used the next-generation of air defense sites- the so-called
"double-digit" SAMs (SA-10, 11, 12, 13). These weapon systems proved more
formidable, and mandated adjusted Allied tactics.”® Of note, to minimize aircraft loss, ‘
attack sorties were flown at high altitude, and helicopters, the Army's principle mobile
firepower provider, were not used at all. Lastly, driven by the relatively few EW assets
and their importance in sortie protection, the availability of Prowlers and other multi-
mission EW aircraft governed the pace of the attacks. This seIf-imposedv throttle controi
was evidvent to the planners,. and restricted the pace of the offensive.'*

The limitations of EW highlighted in Kosovo did not go unnoticed. Both inside
and outside of DoD studies are being conducted to gage the magnitude of the problem,
the rate of decline, and possible corrective actions needed. Several concerned former
military pilots in Congress have formed the Congressional EW Working Group.'®
Electronic warfére, with the elimination of several platform types and the US's frequent
use of air power, is by definition a low-density, high-demand (LDHD) asset. Suck
designation is defense-speak for a "national asset." Though this moniker can be
carelessly applied, it is no overstatement in application to EW. A review of each
service's EW status will present US EW capabilities and trends.

In total, the Navy and Marine Corps operate 19 EA-6B Prowler squadrons, with

the Navy units operating four planes per squadron and USMC assets fielding five. These




razor-thin squadron complements are hardly robust, as one Ngvy squadron in Kosovo

could not ope;ate whén one of its four planes was groundcc‘l.16 The Prowler force is
“stated to be 124 aircraft, yet only 82 are available now as Some platforms are being

modified or awaiting depot mainter.lance.l7 Under'standably, the Navy's nﬁmber one EW |
priority is. improving readiness. The second through fourth priorities are all related to

capability upgrades: buying the improved capability processor (ICAP-III) which brings

next-generation radar jamming and real-time reactive (vice preemptive) suppvression;l8
erihance.existing jamming capabilities, especially in communications; and finally ﬁeldiﬁg
Link-16 for improved connectivitf with friendly battlefield as'sets.'19 These pursﬁits will
prop up the still-capable Prowler, despite airframe operating and maintenance costs that
have risen 55% in last 2 years.”’ Some have touted thése electronic upgrades as
"supporting Network-Centric Operations" because of their connectivity.! The Marine
Corps Prowler fleet, though criticai to air power across the joint spectrum, gets
increasingly mixed reviews within the Corps itself. Like politics, all service lc;yalty is
local, and with the marked reduction of ground support missions in Prowler taskings, the
Corps is openly debating its proper function.?? Follow-on proposals for Navy EW are
congealing on the Boeing-offered solution of a new platform from its F-18 line- an
aircraft designated the F<18G Growler. A two-séater, this platform is viewed as a
potential replacement in kind for the EA<6B.* The Marines, not currently flying the
F/A-18 Super Hornet, are likely to wait on the JSF variant, and analyze it for any EW
transition possibilities.2*

The Air Force, which doesn't operate specialized EW assets per se, does

supplement four Navy EA-6B squadrons with about a fifth of their total pilots, making




these Navy Prowler squadrons truly "purple." Demonstrating its multi-mission mindset,
the USAF uses F-16CJ fighters employed primarily in suppression of enemy air defenses
(SEAD). Recent procurement increases have taken the CJ fleet to over 225 planes.25
Justification of increased F-16CJ production was buoyed by a post-Kosovo assessment of

stealth technology's increased battle effectiveness when coupled with EW. Glaringly, the

one USAF stealth asset lost in Kosovo was a F-117 operating outside its EW support.2®

Projections for USAF follow-on EW pursuits are less uniform than the Navy's and much
experimentation continues in weapons and sensors. This hedging does not eliminate a
platform-reblacement mentality, but does show a willingness to look outside its present
"box." Some propose back fitting older bombers, like B-1s and B-52s with present
generation EW gear.2” Other innovative thinking may be driven in part by the USAF 's
action to recently stand up a dedicated EW office (XOIE) within its Air Staff.?? Lastly, a
note on the Army. With the threat over Kosovo preventing the use of helicoivters, the
Army has recently coﬁumented it may consider in-house EW to ensure its availability use
) for ground support.29

In summary, present programs and doctrine within the services apbear muddled in
an effort to define the future. This is natural bureaucratic wrestling over a difficult cross-
organizational— p_rovblem. Although competition amongst multiple paths is healthy for
maintaining multiple-service EW capabilities, the cold truth is platform flexibility has
been programmed out with the removal of all specialized EW assets but the Prowler. The
intractable question of "Which platform?" is only more complex when the different

service priorities ate observed.




- Air of Uncertainty

Given these service-sﬁeciﬁc efforts, what should be thé proper future of EW? For
force planners, the two principal alternatives are to find a platform to reblace the EA-6B
- or to shift to a linked system of sénsors, shooters and electronic support architecture to
conduct EW.3° This latter approach, an application of Netv-vork Centric Warfare (N Cw)
is advﬁcated here. To outline this conéept, T will address the probable_near-tem threat,
examine some theory associated with NCW, list some pieces of the fuhlfe, EW
technologies, and finally examine organizational changes necessary to enact the
transformation recommencied.

Expanding on threat assessments from the Kosovo conflict, the evolution of
electronic warfare is postulatéd, as increasingly high-tech, mobile, and asymmetric in
nature. With the proliferation of availéble electronics encouraging cheaply obtained
systems, increased availability of post-Soviet SAM hardware, and even "battleforce-
centric" air defense systems arising,”! the capability of enemy air defenses will only
* improve. The difficulty in transition from ﬁrst-generatioﬁ to "double digit" SAM sites is
a precursor to the ﬂexibility necessar)-l for US EW in the future. Also, the tactical
-émploym’ent of air defenses will change qﬁickly, as each uée of air power, even in limited
campaigns, populates the enemy's database with lessons learned. One tactic certainly to
be exploited. is mobility, either in actual 'repositioning, or in discrete use of active
emissions, further shrouding the air defense location. This vexing problem of destroying
light, lethal targéts that move with regularity has béen a focus point of US military
doctrinal concern for over a decade, with little confidence gained. One solution pursued

in the subset of mobility applied to EW is the desire to shift focus from suppression to




destruction. Kiliing an enemy air defense site, (Destruction of Enemy Air Defenses, or
DEAD) is displacing the traditional SEAD. As successful as SEAD doctrine has been,
it no longer enables the degree of superiority mandated in protracted, minimally attrited
attack campﬁgns. As this mobility-technology marriage brings highly capable hand-held
air defense weapons to comtnon foot-soldiers, the US's existing blood and treasure
personified in a two billion-dollar B-2 and its crew is flatly too valuable to continue to
risk over vulnerable ground, even with minﬁscule kill ratios.

Lastly, the coming threat will be marked by missile forces vice air forces, as US
adversariés look to attack our dominate air pbwer asymmetrically. Air-to-air
engagements can be measured on one hand in the last decade,* despite extensive use of
éir power, and the inconsequence of such encounters will continue in the nem-te@. The
realization of air power on the chea}ﬁ- supersonic missiles with albeit minimum guidance-
will be the weapon of choice for near-term adversaries. Any belligerent's attempt to
achieve air superiority will likely appear as access-denial via defensive and offensive
missile use.

A New Approach

Given this ne;ar term threat picture, how does the technology of networks help?
Certainly the'slick employmentof the microchip will not displace the primacy of force,
time and space as the dimensions of the battlefield. Before outlining a network-centric
approach to the follow-on EW problem, one expansion of the theory of NCW is in order.

The time dimension of the battlefield takes preeminence.?® As quoted in a recent
p q

DoD study:




"NCW is a shift in focus from the physical domain trumpeted by classic

attrition theory and the spatial dimension expounded by classical maneuver theory

n36

to the temporal dimension.
As often noted, the production of an "information backplane”, robustly populated with
extensive battlespace information and sensors, provides the principle temporal advantage
over an enemy.'. This speed is the essence of offensive EW, as processing targets and
delivering weapons quicker than the enemy has defined success since the 1960s. This |
thrust of theoretical NCW fits well into the operational battlefield necessities of EW
NCW EW- Technological Needs

The future of EW could be moderately priced jets, carrying interchangeable
sensor and cdmmunication pods, linked to local or remote SAM destruction missile
shooters. Each of these subsets will be‘ taken in turn.

Shifting away from platform-centric electronic warfare does not remove the need
for a platform. To bridge from Prowlers to UAVs, use of a moderately ;:apable 2-seat jet

would act as the mobility asset for EW. The platform has several criteria: Joint-capable,

including a carrier-based Navy variant; two-seated to support an EW specialist and free

up the pilot to maximize situational awareness and all-weather avionics needs; and

relative low-cost fixed-wing agility, to lessen exposure to threats and expand detection

 horizon. One possibility would be to use older 2-seater F-18Bs. They are familiar to the

Fleet, capable in speed, range, and payload, and are becoming available as they are
replaced by F/A-18E/F Super Hornets. While certainly viewed as a "poor man's
innovation", use of this airframe will deliver the requirement: to carry sensors and

weapons.




Though seﬁsors continue to be the weak link in the "detect to engage" process,
several electronics systems exist today to adequately carry the EW mission over our
adversaries for the coming decade.®” Yet these tools have been inadequately funded and
insufficiently tested to ensure overall capability and compa.tibility with other assets.
Inserting present and emerging sensor technology into uniform packaging is essential.
Beyond the necessary informational interoperability, these sensor pods must initially be
interchangeable between units, to support necessary "massing" in theater to produce a
network. Subsequently, multiple pods will be necessary for redundancy and multi-
functions within the network (i.e. sensor and shooter and communicator). Examples of
linked sensors are here today, as both the Navy and the Army have deployed network-
centric systems in combating air threats.®® |

Weapons systems must become cheaper, driven fundamentally by migrating smart
capabilities out of the weapon and into the network. Rather than building highly capable
seekers into missile warheads, the requirement is weapons able to download necessary
seeker information. Tﬁus, "dumb" weapons linked to the network become "smart" en
route, either by traditional organic sensors, or more likely, updated intelligence from the
network. This flexibility makes a "dynamically smart" weapon.* Téday, concerns have
arisen over the size of weapons, as gross weight must be minimized to allow moderate
lifting capability. As information migrates from the weapon to the network, weight-
reduction will be further enhanced. Also, cost savings are dramatic when shifting the
technology out of a modern, SAM-killing missile, which is still a one-way, non-
recoverable bullet. Despite launching over 1000 HARM missiles in Kosovo, only a

‘'handful of enemy targets were hit.*’

10




NCW EW- Orgahizatianal Needs

NCW cannot be successful merely by imposing a highly capable information
networi( over an éxisting architecture. Mére important than the use of the building blocks
above, several key changes must occur. The military must_transfonﬁ its EW opérational
concepts, doctrine, and organization.

At the operational level, like all other warfare, EW is still an art, not only a
science. Getting away from multi-mission, siqgle—seat platforms, like the USAF's F-iGCJ
will markedly enable the warfare conceﬁtration_necessary to develop the operational
. concepts of future EW. Fundamental is the understanding of what EW is to be: Isit
timely suppression, or rather full destruction of air defenses? Is it even xﬁore dominant- a
continuous and unrelenﬁng full spectrum s;:epter placed over the battlefield that |
illuminates friendly and clouds enemy perception? And how does emerging EW view
the traditional support of ground trdops- of little consequence or significant? The
prioritization 6f questions like these will form the structure under which EW warfighters
can complete more tangible operétional details. |

With respect to doctrine, extensive experimentation must be supported. Inscrt.ioni
of technology has often bypassed ;Xisting doctrine, Which works to conform the
enhanced capability to existing axioms and ultimately underutilizes it. As well, the
"opportunity for failure" must be tolerated. Intellectual honesty easily agrees with the
need for mistakes in adjustments, but traditional bureaucracies do not. Té penalize
failures is to mutate experiments into exercises that fully entrenches any progress solely

in the present.
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Lastly, the organization must adjust to effectively apply the new technology in
EW. Acquisition processes need to be viewed for what they are- wayé to improve
defense, not ends to be protected at all costs. Program nﬁanagers must be reassured in
their efforts to avoid tﬁe sheparding of sheep that should be slaughtered, for such |
programs effectively undermine other emerging programs ;'ia opportunity costs. DoD
should consider the congrgssional input to centralize EW within a joint office with budget

control for all the services.*!

A potential example of centralization could be the USAF's
consolidation of space for DoD.? In fact, as EW continues to evolve through the
timeframe after the Prowler into the realm of UAFs, it could be subsumed into the space
organization of the future. Though such a jump is inappropriate today, development of a
new EW Program Office within JCS should not be discounted as merely a bureaucratic

) move trumpeting efficiency over effectiveness. Without defined goals and adequate
resources .(i.c. real budget presence), no warfare specialty will be effective.

Probable Arguments

Opposition to a netted EW force will come from three concerns: technology,
organization, and philosophy. These first two are inextricably linked. As alluded to
above, the maturation of needed technology for military application of netted forces
exists today, much less by 2015. A more insightful critique may ask why UAV use in
EW must wait until 2030? The technology will no doubt be ready sooner, as in many .
military changes, but the second concern over organizational acceptance govems the

speed of any technology insertion. The real hurdle for change is in the minds of the

warriors of today. Modifying an organization already over-taxed in its present
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conﬁguratior; is unthinkable to some. Yet this change is most important for success, as it
sets the tone for the future, from tools to application to mission assignments.

Nested within the organizational change is th_g conviction that a netted EW force
will be undone by the lack of a Spcciali_zed airframe. This misunderstarids the principle
weapons of EW- they are electronic not aeronautic. Just as the lumbering F-100F was
Wild Weasel's initial EW platform in Vietnam, success in the electromagnétic spectrum
can be obtained with many 'aircfaft, given adequately capable sensors and shooters. Use
of the F-18B mimics EW's embryonic airframe-to-electronics match and would be
cai)able via upgrades to bridge the airframe gap to exploitation of UAV‘s.

To locate philosophic arguments‘ opposing the netting of EW forces, one only -has
to review the burgeoning and mostly well-reasoned aréuments given td date égainst |
NCW. Many critiques highlight the contradiction of NCW to the theory of war. Based
upon Clausewitzian theory of War, battle cannot be reduced to a system.43 When ‘
applicatiqn of enhanced technology is seen as the desired outcome, the effects of fog and
friction are denied their full measure. Also, opponents properly asseﬁ that actuﬂ combat,
unlike virtual reality, is extremely chaotic, and includes psychological as well as physical
stress.* Forgetting this aspect of the nature of war we do "at our peril."**

) ~ As applied to EW, however, the developed network is a tool, not an end state.
This tool eqables increased speed, accruing benefit to the user as the classical battlefield
dimension of time ticks heavily in the user's favor. Netted assets provide enhanced
ability to get inside the defenses' "hand of cards" by more rapidly knowing what cards

he's fingering. Such speed does not dispel fog, but it does lessen its density for a friendly
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force. As envisioned, the tool migrates data to information to knowledge, but it does not
enable, as some proponents say, an outcome independent of an operator.

Friction is the strnggle in’making orders become action. As the fog of war is
classically countered by situational awareness, friction is attacked using command and

control,*

Though some improperly purport NCW impersonalises war and thus negates
friction, this forgets that enemies are human, not merely machines. Yet NCW does
reduce i"riction via the network's ability to "lock out" opponent options.*’ In enemy air
defenses, platform-centered sensors and shooters attrite enemy capability in a linear
fashion, where additional sorties provide correspondingly increased damage. Yeta
netted EW force destroys emitting threats much quicker, as the faster knowledge
addressed above is acted upon; Rapidly, the viable options open to the enemy are being
reduced. Because of the shock effect of the large delta on the left of these curves, similar
to massed force impact in classic warfare, the enemy senses annihilation and pursues
survival not attack.”® Such a dilemmn is a lock out. Clausewitz parallels of war to a card
game, where both chance and enemy intent must be engaged. Locking out an opponént
equates to limiting his draw to one card vice three when discarding.
Conclusion

" The extensive use of air power in ';he last three decades has shown the importance
of EW- it is the enabler of US air forces. Yet the recent history also shows us much
vulnerability in EW. Technologies are available today to integrate EW assets, developing
a system less burdensome as the existing LDHD Prowler asset. Now is the time to move
EW away from a Prowler replacement in kind, and adjust the organization, practice, and

art of EW to use netted sensors and shooters. Our air forces after next depend upon it.
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. Epilogue

'Returning to our protagonist, RADM "Nap” Trotter, we can envision this force- |
planning result at the successful con_cluSion of his three-week campaign in Jihadistan.
Here he reads an award citation for Navy EW squadron, VEW-123, one of the EW

commands chopped to the Joint Commander:
By virtue of the authority vested in me as President of the United States and as
Commander-in-Chief of the Armed Forces of the Um‘téd States, 1 have today awarded
| ' THE COMBAT ACTION RIBBON |
FOR EXTRAORDINARY HEROISM TO

The United States Navy Element of the

- JOINT AIR OPERATIONS (VEW-123)
For extraordinary heroism and outstanding performances of duty from

25 September through 15 October 2014 while engaged in armed conflict over Jihadistan.

Developing a real-time, commonly displayed picture of the Jihad battlespace only hours |
after being directed in country by the President, VEW-123 linked sixteen Army, Navy,
and Air Force airborne platforms via the Battlefield-Link Attack System (BLAST).
Quickly destroying the balance of rapidly mobile anti-air targets by issuing adaptive
guidance to standoff weapons, VEW-123 minimized exposure of US airmen during the
initial suppression, subsequent reactive strikes and the resultant ground troop can;paign.
By employing both passive and active detection methods and directing varied munitions -
upon enemy forces, VEW-123's proven tactical acumen, honed in frequent state-side
experiments, violéntly countered several innovative but ultimately futile air defense
tactics attempted by the enemy. Judiciously maintaining vintage airframes like the F/A-
18B, VEW-123 personnel freed up resources to augment existing training producing
tightly defined requirements to better develop the BLAST system before its fielding last
year. Principally due to their destruction, vice mere suppression, of air defenses, VEW-
123 enabled a minimal strike Jorce presence, providing an effective use ofassets in

Jihadistan and eﬁ'icient‘ use of continuously engaged forces elsewhere around the globe.
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